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Risk Management Framework (RMF)

About this Course:

QuickStart offers the most in-depth course available for students looking to learn
about the Risk Management Framework for DoD Information Technology. Risk
Management Framework (RMF) describes the DoD process for identifying,
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implementing, assessing, and managing cybersecurity capabilities and services,
expressed as security controls, and authorizing the operation of Information
Systems (IS) and Platform Information Technology (PIT) systems.

Course Objective:

After completing the QuickStart’'s RMF Course, participants will be able to:

e Understand the Risk Management Framework for DoD IT Authorization
process

Understand FISMA and NIST processes for authorizing Federal IT systems
Explain key roles and responsibilities

Explain statutory and regulatory requirements

Apply these principles to real-world activities and situations

Course Outline:

Chapter 1: Introduction

Chapter 2: Cybersecurity Policy Regulations and Framework
Chapter 3: RMF Roles and Responsibilities

Chapter 4: Risk Analysis Process

Chapter 5: Step 1 Categorize

Chapter 6: Step 2 Select

Chapter 7: Step 3 Implement

Chapter 8: Step 4 Assess

Chapter 9: Step 5 Authorize

Chapter 10: Step 6 Monitor

Credly Badge:

Display your Completion Badge And Get The
Recognition You Deserve.

@UICKSTART

Add a completion and readiness badge to your
Linkedin profile, Facebook page, or Twitter account to
validate your professional and technical expertise. With
badges issued and validated by Credly, you can:
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e Let anyone verify your completion and
achievement by clicking on the badge

* Display your hard work and validate your
expertise

* Display each badge's details about specific
skills you developed.

Badges are issued by QuickStart and verified through
Credly.
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